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DETAILED ACTION 

CLAIMS PRESENTED 

Claims 1-7 are presented. 

Allowable Subject Matter 

1 . Claim 5 would be allowable if rewritten to overcome the rejection(s) under 35 U.S.C. 112, 2nd 
paragraph, set forth in this Office action and to include all of the limitations of the base claim and any 
intervening claims. 

CLAIM REJECTIONS 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

1 . Claim 1 recites the limitation "the identifiers stored in the storage means" in line 13. There is 
insufficient antecedent basis for this limitation in the claim. For purposes of examination, examiner 
interprets the claim language as follows: "the identifier stored in the storage means." Appropriate 
correction required. 

2. Claim 5 recites the limitation "the counter" in claim 1 . There is insufficient antecedent basis for 
this limitation in the claim. For purposes of examination, examiner is interpreting the claim language as 
follows: "it verifies that the value of the number of identifiers and the read value are the same." 
Appropriate correction required. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 
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A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-7 are rejected under 35 U.S.C. 102(b) as being anticipated by Le Roux, US 
Patent No. 5,191,193. 

As per claims 1 and 7, Le Roux teaches: 

A cryptographic method implemented by a smart card (30) of a set of smart cards each belonging to a 
first entity that may be different for each smart card, each smart card being equipped with a chip (31) 
comprising storage means (32) in which are stored a secret key and an identifier of the first entity that is 
the proprietor of the smart card (30) and calculation means (33) which execute a cryptographic algorithm 
whose input arguments include at least the secret key, which method is characterized in that it comprises 
the following steps: 

[see fig. 1, element 1] 

before any calculation by the calculation means (33) of the chip (31) of the smart card (30), thexhip (31) 

reads in storage means of a second entity a list of identifiers in complete form of first entities that are 

smart card proprietors (operation 2), said list being linked to the status assigned to each of the first 

entities by the second entity, and 

[see col. 4, lines 37-43] "In this verification, the reader 2 uses the pieces of digital data 
representing the identity (contained in the zone 3), the state of the interaction counter (contained 
in the zone 5) and the state of the balance (contained in the zone 6) to prepare a signature. This 
signature is entered by the reader applying a DES type algorithm carried out by a DES operator 
(FIG. 1)." 

the chip (31) compares the identifiers stored in the storage means (32) of the chip (31) and the contents 

of the list (operation 3) to authorize (operation 5) or prohibit (operation 4) calculation by the calculation 

means (33) as a function of the result of the comparison. 

[see col. 4, lines 44-49] "As soon as the reader 2 has prepared this signature, it compares it with 
the signature already recorded beforehand as a certificate in the card and currently stored in the 
zone 4 of the card 1. To do this, the reader reads the content of the zone 4 and compares it in its 
logic comparator with the signature that it has just computed." 
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As per claim 2, Le Roux teaches: 

A cryptographic method according to claim 1 , wherein the list comprises all first entities whose status has 

been set to "revoked" by the second entity and the chip (31) authorizes calculation (operation 5) only if 

the identifier stored in the storage means (32) of the chip (31) is not in the list. 

[see col. 5, lines 55-68, col. 6, lines 1-2] "To this end, during the first check, the identity of the 
card is compared with all the prohibited identities contained in the black list " 

As per claim 3, Le Roux teaches: 

A cryptographic method according to claim 1 , wherein the list comprises all first entities whose status has 

been set to "non-revoked" by the second entity and wherein the chip (31) authorizes calculation 

(operation 5) only if the identifier stored in the storage means (32) of the chip (31) is in the list. 

[see col. 4, lines 49-51] "If the comparison shows that the two signatures are equal, it is possible 
to pass on to the purchasing operation itself." 

As per claim 4, Le Roux teaches: 

A cryptographic method according to claim 1 , further comprising the following steps: at the same time as 

reading the list (operation 2), the chip (31) reads a signature in the list in the storage means of the second 

entity (operation 10), which signature was calculated beforehand by calculation means of the second 

entity, and before the chip (31) authorizes calculation by the calculation means (33) (operation 5), it 

verifies the validity of the signature (operation 11). 

[see col. 4, lines 44-49] "As soon as the reader 2 has prepared this signature, it compares it with 
the signature already recorded beforehand as a certificate in the card and currently stored in the 
zone 4 of the card 1. To do this, the reader reads the content of the zone 4 and compares it in its 
logic comparator with the signature that it has just computed. " 

As per claim 6, Le Roux teaches: 

A smart card (30) for implementing a method according to claim 1 , wherein the smart card (30) is 
equipped with a chip (31) which comprises: 
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storage means (32) for storing a secret key and an identifier of a first entity that is a proprietor of the 
smart card, 

[see fig. 1, element 1] 

calculation means (33) adapted to execute a cryptographic algorithm whose input arguments include the 
secret key, 

[see col. 1, lines 27-31 J "In this card, the microprocessor fulfils an obvious role of security. In 
effect, in a card such as this, a microprocessor such as this is capable of applying a complex 
algorithm for computing or verifying a secret code from a piece of identification data indicated to 

it." 

reading means (34) for reading from storage means of a second entity via a telecommunications network, 

a list in complete form of identifiers of first entities that are smart card proprietors, said list being linked to 

each status assigned to each of the first entities by the second entity, and 

[see col. 1, lines 31-36] "After this chip card has been introduced into a reader, if the secret code 
computed is not equivalent to secret code already contained in the card, it becomes impossible to 
perform an operation with this card, it being known that, in this case, the piece of identification 
data is false." 

means (35) for comparing the identifier stored in the storage means (32) of the chip (31) and the contents 
of the list to authorize or prohibit calculation by the calculation means (33) as a function of the result of 
the comparison. 

[see above, "...impossible to perform an operation with this card.."] 

CONCLUSION 

The art made of record and not relied upon is considered pertinent to applicant's disclosure. 
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